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Tool 1: Building Your Security Culture




Safeguarding Customer Information

Information Security Policy Sample 1

[Designed For An Institution Without Internet Banking]

Objectives

In response to Section 501(b) of the Gramm-Leach-Bliley Act, [Your Institution] has developed guidelines to establish appropriate standards relating to the administrative, technical and physical safeguards of customer records and information. These safeguards are designed to:

· Ensure the security and confidentiality of customer information,

· Protect against any anticipated threats or hazards to the security or integrity of such information, and

· Protect against unauthorized access to or use of customer information that could result in substantial harm or inconvenience to any customer.

This Customer Information Security Program will:

· Identify and assess the risks that may threaten customer information,

· Develop written policies and procedures to manage and control these risks,

· Implement and test the plan, and

· Adjust the plan to reflect changes in technology, the sensitivity of customer data and internal or external threats to information security.

Identification and Assessment of Risks

[Your institution] recognizes that it has both internal and external risks. Some of these risks have already been discussed in the Bank's Privacy Policy and the Bank's Business Plan. The risks identified in the Business Plan include credit risk, market risks interest rate risk, liquidity risk, operational risk, legal risk, and reputational risk. More risks are detailed in the Contingency Plan/Emergency Preparedness Plan of the Bank. 

In addition to these risks, other specific areas of risk for consideration for in this policy are:

· Unauthorized access and/or use of personal customer information by means of computer and electronic data, or paper documents and files,

· Unauthorized access and/or use of personal customer information by third party vendors, and

· Unauthorized access to the data processing or telephone communication system.

Management and Control of Risks

Access to customer information via the institution’s computer information system is limited to those employees who have a business reason to know such information. Each employee is assigned a login code and password. Loan files, signature cards and other legal and paper documents and records are kept in file cabinets or vaults that are locked each night. Only authorized employees know combinations, and the location of keys. 

Because we are a community-based financial institution with few employees, many employees have access to all customer files and information. This is necessary to best serve our customers.  To further protect customer information, the institution rotates tasks/jobs within the institution.  Paper documents contain personal identifying customer information are shredded. Since we have a “closed system” with our data processor, [IT Servicer, Inc.], these procedures minimize risk by limiting physical accessibility for customer information security.

In that our institution does not have a web page or Internet banking, we have avoided some of the threat of viruses and hackers. Anti-virus software is installed and back-ups are completed, which limit technological risk. References for new employees are checked. During orientation, each new employee will receive proper training regarding the institution’s Privacy and Customer Information Security policies and the importance of confidentiality. He or she is trained in the proper use of computer information, passwords, and codes. Training also includes controls and procedures to prevent employees from providing customer information to an unauthorized individual, including "pretext calling" and how to properly dispose of documents that contain personal identifying information. 

The Privacy Policy, Privacy Notice and Customer Information Security Policy are reviewed annually with all employees. Other training is provided to protect against destruction, loss, or damage of customer information due to potential environmental hazards, such as fire and water damage or technological failures. All of this training will help minimize risk and safeguard customer information security.

Implementation, Testing, and Adjustments

[IT Servicer, Inc.] provides security reports that are reviewed to ensure that no attempt has been made by non-employees to gain access to the institution's computer information system. Also, system computer maintenance reports are reviewed to ascertain that no unauthorized changes have occurred to customer account information or personal data.

Inappropriate access to information could result in the filing of a Suspicious Activity Report (SAR), employee counseling, and/or termination. A SAR may also be filed if a bank non-employee, such as an outside intruder, or employee of a third party vendor, attempts unauthorized activity.

Service Providers

[Your institution] performs due diligence in its review of its service providers for the protection of customer information. By contract, [your institution] requires that service providers have controls in place to ensure that they and any subcontractor used by the service provider will also be able to protect customer information. The institution requests copies of audits and test result information that indicate that the service provider implements information security measures. Bank management reviews the information annually. 

Assignment of Responsibility

Institution management will be responsible for the development, implementation and maintenance of the program and will assign specific responsibility for its implementation and administration. Management will review the standards set forth in this policy and recommend updates and revisions as necessary. It may be necessary to adjust the plan to reflect changes in technology, the sensitivity of customer data and internal or external threats to information security. 

The Institution will approve the Customer Information Security Policy initially and annually.

The board of directors approved and adopted this policy on ____________________.































Tool 3: Managing and Controlling Risk
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