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[DELETE THIS PARAGRAPH] - This Physical and Environmental Control Policy and SOP template is written for all system Impact levels as defined in FIPS 199 and is intended only as a sample of one methodology.   Areas with a yellow background are instructional, and words in blue are to be replaced with pertinent information (e.g., system name(s), acronym(s), I/C name, organization name, etc.).
1.0 Purpose

The purpose of this document is to establish the physical and environmental control policy and standards for areas used to house the [SYSTEM NAME]’s equipment and data. 
2.0 Scope

This guide is applicable to those responsible for establishing and maintaining the physical space where [SYSTEM NAME] is housed/operated. These standards apply to both government and non-government (e.g., third party hosting) operated facilities.
3.0 Computer Room Physical Security Policy
3.1 Physical Access Authorizations (PE-2, PE-3, PE-4)
A list of personnel with authorized access to the facility and/or room(s) within the facility where [SYSTEM NAME] resides is maintained by the organization, except for those areas designated as publicly accessible.  The organization:

· Enforces authorizations for all physical access points to the facility/rooms and verifies individual access authorizations before granting access

· Ensures all keys, combinations, and other physical access devices are secured and inventoried periodically;

· Changes combinations when they are believed to have been compromised or when individuals who were authorized to access the restricted space are transferred or terminated

· Monitors physical access to the information system(s) to detect and respond to physical security incidents and reviews the logs [define the frequency with which logs are audited].
4.0 Physical and Environmental Control Procedures
4.1 Physical Access Authorization, Control, and Monitoring (PE-3, 6)
Describe the process(es) in place for authorizing and controlling physical access to [SYSTEM NAME]’s physical location, except in cases where public access is allowed. Include the name of the responsible authority for granting permission and how access is requested (e.g., written or verbal) and the names of any persons/roles authorized to make such requests (for example: a Contracting Officer’s Technical Representative (COTR), Project Officer (PO), Project Manager (PM), etc.).
4.2 Access Control for Transmission Medium (network and transmission lines) (PE-4)

Describe the policy and any procedures for protecting the physical access to network transmission lines within the organizational facilities to help prevent accidental damage, disruption, and physical tampering. Examples include, but are not limited to: (i) locked wiring closets; (ii) disconnected, locked or secured (i.e., via NAC) spare jacks; (iii) and/or protection of cabling by conduit or cable trays. 
4.3 Access Control for Output Devices (Monitors, printers, etc.) (PE-5)

Describe the policy and any procedures for controlling access to output devices such as printers, monitors, audio devices, etc. Examples may include, but are not limited to: (i) placing printers and monitors in secured or restricted areas (i.e, not in publicly accessible areas); (ii) positioning monitors in such a way, or using polarizing screen filters, so as to reduce shoulder-surfing. 
4.4 Visitor Access and Access Records (PE-7, 8)

Describe the policy and any procedures for controlling physical access to the information system by authenticating visitors before authorizing access to the facility/rooms where the information system resides other than areas designated as publicly accessible. Individuals (to include employees, contractors, and others) with permanent authorization credentials for the facility are not considered visitors.
Additionally, describe the process for maintaining visitor access records to the facility where the information system resides (except those areas designated publicly accessible), and the process for reviewing such records. List both the person/role responsible for reviewing the access records and the frequency with which they are to be reviewed (e.g., daily, weekly, monthly, quarterly, etc.).
4.5 Emergency Power, Equipment, and Monitoring (PE-9 & 10-12)

Describe the policy and any procedures for the following: 

· Controlling and protecting power equipment and power cabling from damage and destruction. 
· Providing capability to shut off power to the information system or individual system components in emergency situations; placing emergency shutoff switches or devices in locations that facilitate safe and easy access for personnel; protecting power shutoff capability from unauthorized activation. This control (PE-10) applies to facilities containing concentrations of information system resources, for example, data centers, server rooms, and mainframe computer rooms).

· Providing short-term uninterruptible power supply (UPS, aka battery backup) to facilitate an orderly shutdown of the information system in the event of a primary power source loss.

· Employing and maintaining automatic emergency lighting for the information system that activates in the event of a power outage or disruption and that covers emergency exits and evacuation routes within the facility.

4.6 Fire Protection (PE-13)

Describe the policy and procedures for ensuring the organization employs and maintains fire suppression and detection devices/systems for the information system that are supported by an independent energy source. Fire suppression and detection devices/systems include, for example, sprinkler systems, handheld fire extinguishers, fixed fire hoses, and smoke detectors. This control and any enhancements specified may be satisfied by similar requirements fulfilled by another organizational entity other than the information security program; therefore, duplication of covered controls should be avoided.
Moderate baseline systems also need to employ the following fire protection enhancements:

· Employ fire detection devices/system for the information system that activate automatically and notify the organization and emergency responders in the event of a fire.

· Employ fire suppression devices/systems for the organization that provide automatic notification of any activation to the organization and emergency responders.

· Employ an automatic fire suppression capability for the information system when the facility is not staffed on a continuous basis.

4.7 Temperature and Humidity Controls (PE-14)

Describe the policy and procedures for maintaining and monitoring temperature and humidity controls within the facility where the information system resides. This control and any enhancements may be satisfied by similar requirements fulfilled by another organizational entity other than that information security program; therefore, duplication of covered controls should be avoided.
4.8 Delivery and Removal of Equipment (PE-16)
Describe the policy and procedures for controlling (including authorizing & monitoring) information system components entering and exiting the facility and maintaining records of those items. Effectively enforcing authorizations for entry and exit of system components may require restricting access to delivery areas and possibly isolating areas from the information system media libraries.
4.9 Alternate Work Site (PE-17)

Describe the policy and procedures for ensuring that management, operational, and technical controls in place at alternate work sites (as applicable), are commensurate with the organizationally defined policy.  The organization may define different sets of security controls for specific alternate work sites or types of sites. For more guidance and recommendations for security alternate worksites and communications, refer to NIST Special Publication 800-46, Guide to Enterprise Telework and Remote Access Security.
4.10 Location of Information System Components (PE-18)

Describe the policy and procedures for ensuring the organization positions information system components within the facility to minimize potential damage from physical and environmental hazards and to minimize the opportunity for unauthorized access. Physical and environmental hazards include, for example, flooding, fire, tornados, earthquakes, hurricanes, acts of terrorism, vandalism, electromagnetic pulse, electrical interference, and electromagnetic radiation. Whenever possible, the organization also considers the location or site of the facility with regard to physical and environmental hazards. Also, consider the location of entry/exit points to facility in relation to the location of information system components within the facility.
5.0 Related Policies and Links

NIST 800-46, Guide to Enterprise Telework and Remote Access Security
iii

