 IT Security

Policy, Standards, and Guidelines

MSIT 458 Homework 2
Due back:
Feb. 3, 11:59pm, 2010 (by submission timestamp).

Submission: 
Electronic submission to ychen@northwestern.edu
Qn 1. Security Policy

Purpose: 

The purpose of this homework is develop skills in understanding the difference between a Security Policy, Standard, and Guideline. This exercise will focus on developing IT Security Policies.

Assignment:

Your assignment is to act as an outside consultant developing policies for a Fortune 100 company. The company business is food retailing with a global presence. You will be presented with a partially completed IT Security Policy that you are to complete.   Please fill the missing policy statements in Section 2.  Please just send me the missing part instead of the whole security policy file.
Note:

A hint for this exercise is that policies must be:

· General enough that standards can be developed from them. 

· Specific enough for them to be targeted, practical, and useful. 

· In plain English so that management, non-technical staff, and audit teams can understand and enforce them.
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1. Introduction

1.1 Document Definition

A Policy is a set of directional statements and requirements aiming to protect corporate values, assets and intelligence.  Policies serve as the foundation for related standards, procedures and guidelines.

A Standard is a set of practices and benchmarks employed to comply with the requirements set forth in policies.  A standard should always be a derivation of a policy, as it is the second step in the process of a company’s policy propagation.

A Procedure is a set of step-by-step instructions for implementing policy requirements and executing standard practices.  
A Guideline is a collection of hints, tips and best practices as derived from policies and standards.  Guidelines are optional, but they typically document well known parameters, processes and procedures under which policies and standards are successfully implemented.

This document is a Global Policy.

1.2 Scope and Objective

The objective of this policy is to provide global information security requirements to:

· Ensure that firewalls, wireless access points, and other network devices are effectively configured, secured, and monitored.
· Protect the logical boundaries of the network and therefore its underlying information assets.
The scope of this policy includes the design, configuration, documentation, and management of all networks and network devices.

1.2.1 Applicability to Staff

1.2.2 Applicability to External Parties

Not Applicable.

1.3 Related Documents / References

· Access Control Policy (P005)

· Information Classification & Ownership Policy (P003)
· Risk Assessment & Mitigation Policy (P004)
2. Policy Statements
2.1 Network Control

A level of controls must be applied to all network connections based on the type and purpose of the connection that are sufficient in protecting data and systems.  Access to information available through the network must be strictly controlled in accordance with the Access Control Policy.

2.2 Device Information Protection

Any information on network devices must be restricted to authorized users in accordance with the Information Classification & Ownership Policy.

2.3 External Connection Points

2.4 Device Approval

The implementation of any new networking devices (i.e., routers, switches, firewalls) or components of networking systems require must follow the local change management process and be approved by IT management.

2.5 Firewall Protection

2.6 Traffic Denial and Segregation

Traffic from the Internet into any network must be denied by default. Required access must be explicitly allowed and be in accordance with the Access Control Policy.

2.7 Non-Essential Services

2.8 Routing Updates

Routers must be protected from inconsistent and/or incorrect routing updates.

2.9 Documentation

2.10 Wireless Access Points

The implementation of wireless access points must follow the local change management process and be approved by IT Management.

2.11 Wireless Access and Encryption

Wireless access must be authenticated and encrypted. The encryption solution must comply with Cryptography and Key Management Policy.

2.12 Wireless Coverage

2.13 Network Device Logging

2.14 Configuration Review

Network devices must be reviewed periodically to verify configuration. The use of an automated tool may supplant manual reviews.

2.15 Penetration Testing

Firewall rule base reviews and penetration tests must be performed periodically based on a risk assessment performed in accordance with the Risk Assessment & Mitigation Policy.  The use of an automated tool may supplant manual reviews.

2.16 Network Monitoring

2.17 Intrusion Prevention / Intrusion Detection 

An Intrusion Prevention System or Intrusion Detection System must be used to detect unauthorized activity on wireless and wired networks as identified by a Risk Assessment performed in compliance with the Risk Assessment & Mitigation Policy. Results from the intrusion detection system above a pre-defined threshold must be identified and must trigger an alert. Alerts must be followed by an effective response.

2.18 Connection Removal

Network connections must be removed in a timely basis when no longer required.

3. Policy Compliance
3.1 Compliance Measures
Compliance with the above policy statements can be measured by the following criteria.  Example evidence will vary depending on the supporting standards and guidelines implemented to support this policy.  The following list is not exhaustive, and all example evidence types are not required to validate compliance.

Evidence of compliance can be presented in hard copy or electronic format.

	Criteria
	Example Evidence

	· 
	· 

	· 
	· 

	· 
	· 

	· 
	· 

	· 
	· 

	· 
	· 

	· 
	· 

	· 
	· 

	· 
	· 

	· 
	· 

	· 
	· 

	· 
	· 


3.2 Enforcement

As noted above, this policy applies to all employees, all officers, all members of the Board of Directors, and all consultants and contractors. Violations of this policy may result in disciplinary action, up to and including termination of employment and legal action. 
4. Appendix

4.1 Variance / Exception Process
Non-compliance with the [policy / standard] statements described in this document must be reviewed and approved in accordance with the Policy Variance / Exception Process defined in the Policy Framework.

4.2 Glossary / Acronyms

	Router
	This terms refers to any device that performs network routing such as designated routers or Layer 3 switches.

	Penetration Test
	This term refers to a series of tests or procedures performed in an attempt to gain inappropriate access or to circumvent security controls implemented.

	
	

	
	


4.3 Document Management
4.3.1 Document Revision Log

	Date
	Editor
	Version #
	Description of Change

	
	
	
	

	
	
	
	

	
	
	
	


4.3.2 Ownership

Corporate I.T. Security
4.3.3 Document Approvers

	Version
	Approvers
	Comments 

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


4.3.4 Effective Date

January X, 2009
4.3.5 Compliance Date

	Due Date for Compliance (New Situations)
	

	Due Date for Compliance (Existing Situations)
	


Qn 2. Practice Nessus
Install nessus as discussed in class.  Then use nessus to scan your home network (or other network appropriate) and report the vulnerabilities discovered.   You can use the standard policy defined in Nessus 4.2 or modify the policies are you like.   Every one should try this and may get different output from their own machines. So I expect this group exercises will have reports from every one (i.e., 4 to 5 reports depending on the size of the group).   Download your report in html format and include it in your homework submission.
Qn 3. Read the SYN flooding attack paper in preparation for the next class.   No paper summary is needed.
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